Admin QuickStart: Mac OS X
Configuring & Distributing Firefox Preferences

For schools who use “local” (non-network) logins

These notes are written for schools where Firefox is the preferred browser to use
when accessing the Internet, or a corporate network.

Firefox is a “3rd-party” web browser, and does not use the Mac OS X system
preference settings to obtain a proxy server address.

This document describes the configuration of the Firefox web browser to access
a corporate network, using the appropriate proxy server and other settings, and
the subsequent process of distributing these Firefox preferences to other
computers using Apple Remote Desktop.

This document is intended for use by school network/system administrators, and
includes the following sections:

1. Updating Firefox to the latest version on one computer (if required);

2. Distributing the latest version of Firefox to multiple computers (if required);
3. Configuring Firefox preferences on one computer;

4. Distributing Firefox preferences to other computers;

5. Setting Firefox as the default browser.

This document describes the process of configuring and distributing Firefox
preferences for local (non-network) users.

Another document describes the process of configuring and distributing
Firefox preferences in a managed network user environment.

Please note: The information in this document is general in nature, and
schools should check with their system administrators for specific details
relating to their local situation.



1. Updating Firefox to the latest version on one computer
(If your computers already have a recent version of Firefox installed, skip
straight to step 3).
1.1. Logon to a computer as the Local Administrator.

1.2. Download and install the latest version of Firefox from
www.mozilla.com.

Firefox is installed by dragging the Firefox application to the

Applications folder. (There is no “installer” for Firefox.)

1.3. Log off as the Local Administrator.

2. Distributing the latest version of Firefox to multiple computers
If you are using Netrestore to distribute disk images to network computers,
create a new image with the latest version of Firefox installed and
configured for local users.
Distribute the new image to all computers using Netrestore.
If you are not using Netrestore to distribute disk images to network
computers, you can use Apple Remote Desktop (ARD) to distribute Firefox
to multiple network computers:
2.1. Logon to a computer as the Local Administrator.
This computer should have Apple Remote Desktop (ARD)
administrator software installed.
2.2. Download and install the latest version of Firefox from
www.mozilla.com.
Firefox is installed by dragging the Firefox application to the
Applications folder. (There is no “installer” for Firefox.)
2.3. Launch ARD.

2.4. Select the computers to which you want to copy Firefox.

2.5. Choose Copy Items from the Manage menu.



2.6. Select the Firefox application, then set the preferences for the copying
process, as shown below.

© Copy ltems Template: . None 0
=]
Items to copy Size
) Firefox 45.37 MB
+ | — | Drag items inte the list or click “+" to locate them.

Place items in: | Applications Folder ! ?]
If an item already exists: [ Replace the item I ?]
Set itemn ownership to: " Inherit from destination folder I ;]
If a problem occurs: | Stop the copy on all targets
After copying: | Open items
Security: || Encrypt network data
Metwork usage: || Limit to kilobytes per second

2.7. Click on the Copy button.

2.8. You may need to experiment to ascertain the most efficient number of
computers that can be copied to at one time, depending on your
network infrastructure.

2.9. When the copying process is complete, Quit ARD and log off as the
Local Administrator.
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3. Configuring Firefox preferences on one computer

Where a generic user logon is used on each computer (in schools that do
not have a server, or do not utilise individual managed logons), it is likely
that more than one user will use Firefox to access the authenticated internet
service using the same account on the one computer.

While network users have exclusive access to their Firefox preferences,
local (non-network) users will not be able to save their passwords, etc.

The notes below explain how to set Firefox preferences to access a
corporate proxy server, and to configure Firefox so that students’ passwords

and other private details are not able to be accessed by other students
using the same generic account.

3.1. Log on to a computer as a local Student user. The computer should
have Apple Remote Desktop (ARD) software installed to facilitate the
subsequent distribution of the configured preferences.

3.2. Launch Firefox.

- Choose to Don’t import anything.

- Choose to make Firefox your default browser.

3.3. Choose Preferences from the File menu.

ALLITE File  Edit  View
About Finder

Preferences... |

Empty Trash... {#¥&
Secure Empty Trash

Services »

Hide Finder #H
Hide Others #H

3.4. Enter the default Home Page address.

Home Page

Location(s): http://server.somewhere-p.schools.nsw.edu.au/

| Use Current Page Y ( Use Bookmark... ) ( Use Blank Page b

Ideally this should be your school’s Intranet site, providing a gateway
to relevant curriculum sites on the Internet




3.5. Click on the Connection Settings button.

Connection

Determine how Firefox connects to the Internet.

| Connection Settings... )

3.6. Enter your school’s proxy server address. Ideally, use the school’'s
Automatic Proxy Configuration file (PAC file).

f®) Automatic proxy configuration URL:

http://pac.schools.nsw.edu.au/schools/ somewh&- €

Reload

Alternatively you may choose to use the address of the school’s local

proxy server, such as a Sentral server.

Configure Proxies to Access the Internet

") Direct connection to the Internet
") Auto-detect proxy settings for this network

®) Manual proxy configuration:
HTTP Proxy: '10.38.111.20

@ Use this proxy server for all protocols

" Port: 8080

If using a Sentral server, also include an “exception”, to bypass the
proxy server when accessing the Sentral server (in this example -

10.38.1.20)

No Proxy for: -Iocalhost, 127.0.0.1, 10.38.1.20
Example: .mozilla.org, .net.nz, 192.168.1.0/24

3.7. Close the Firefox Preferences window.




3.8. Click on the Privacy icon at the top of the Firefox preferences window.

Under the History tab, click on the Clear Browsing History Now
button.

] -2 .'-" L Fi
= (€ 9 4 wH

General | Privacy Content Tabs Downloads Advanced

As you browse the web, Firefox keeps information about where you have been, what you have done etc. in the
following areas:

f Hist‘c»rﬂr Saved Forms.Ir F’as’.s'.\.lu'ort:is.Ir Download Historw,.r.Ir Ccuokies.Ir C.ache.I

Remember visited pages for the last 9 days.

.__\' Clear Browsing History Now "_.-

3.9. Click on the Saved Forms tab.

( History-lf Saved Forms Y I”.a&s.s.\.l\rort:ls..r Download His.lom-r.Ir Cookies.Ir Cache.I

Information entered in forms and the Search Bar is saved to make filling out forms and searching faster.

" Save information | enter in forms and the Search Bar.

-.,: Clear Saved Form Data Now ",.-

Untick the Save information | enter in forms option.

Click on the Clear Saved Form Data Now button.

3.10. Click on the Passwords tab.

[ W ] [ W W ]
Histcm,,urI Saved Forms If Passwords‘ Download History'I Cookies | Cache |

Firefox can remember login information for web pages so that you do not need to re-enter your login
details every time you visit.

~ Remember Passwords

Untick the Remember Passwords option.

3.11. Click on the Download History tab.

f 2| 2| ] r )| ]
Histcm,,urI saved Forms | Passwords If Download History‘ Cookies | Cache |
The Downloads window keeps track of recently downloaded files.
Remove files from the Download Manager: ~ Upon successful download ?'

Choose to Remove Files from the Download Manager Upon
successful download.




3.12.

3.13.

3.14.

3.15.

3.16.

3.17.

3.18.

Click on the Cache tab.

rHistonf !r-Saved Forms 'l Passwords !r-Download History !r-Cookies !f Cache1

Pages you view are stored in the cache for faster viewing later on.

Use up to: -10 ] MB of disk space for the cache.

(" Clear Cache Now )

Set the cache size to 10 Mb, and click on the Clear Cache Now button.

Close the Preferences window.

Visit some web sites on the Internet, some sites on the corporate
Intranet, and sites on the school’s Intranet, to check that the browser
is correctly configured.

(If you visit lots of sites, you may like to clear the cache and history

again!)

You may also add some relevant toolbar bookmarks to the Firefox
toolbar, as well as deleting the default bookmarks.

806
= L—:i/:A] (m] http:/ fwww.somewhere-p.schoo|

Portal SSEA Classroom Links CAP BOM

Quit Firefox.

Log off as the Student user.

Repeat the process for the Local Admin user, and any other local
users on the computer.




4. Distributing Firefox preferences to other computers
If you are using Netrestore to distribute disk images to network computers,
create a new image with the latest version of Firefox installed and
configured for local users as described above.
Distribute the new image to all computers using Netrestore.
If you are not using Netrestore to distribute disk images to network
computers, you can use Apple Remote Desktop (ARD) to distribute Firefox
preferences to multiple network computers:

4.1. Log on to a computer (with Firefox preferences configured, and Apple
Remote Desktop installed) as the Root user.

4.2. Launch Apple Remote Desktop (ARD).
4.3. Select the computers to which you want to copy Firefox preferences.
4.4. Choose Copy Items from the Manage menu.

4.5. Select the Firefox folder, located in the Student user’s
Home > Library > Application Support folder.

Set the preferences for the copying process, as shown below:

L Copy ltems Template: | None
Items to copy Size
@ Firefox 1.13 MB
=+ | = | Drag items into the list or click “+" to locate them.
Place itemns in: ~ Same relative location ﬂ
If an item already exists: Replace the item ﬂ
Set item ownership to:  Inherit from destination folder ﬂ
If a problem occurs: | Stop the copy on all targets
After copying: _| Open items
Security: || Encrypt netwerk data
Metwork usage: || Limit to kilobytes per second

4.6. Click on the Copy button.
(You may need to experiment to ascertain the most efficient number
of computers that can be copied to at one time, depending on your
network infrastructure).

4.7. When the copying process is complete, repeat the process, this time
copying the Firefox preferences for the Local Admin user.

4.8. Quit ARD and log off as the Root user.




5. Setting Firefox to be the default browser
5.1. Log on as the Student user.
5.2. Launch the Safari browser.

5.3. Open Preferences from the Safari menu.

[EZDN File Edit View Hist

About Safari
Report Bugs to Apple...

Preferences... . s
+ Block Pop-Up Windows 38K
Private Browsing
Reset Safari...

Empty Cache... #E

5.4. From the popup box, choose Firefox to be the Default Web Browser.

6 O 60 Fanaral —
— = _ @ Safari \
L SN
General Appearance Bookmarks Ti 0 Opera
~ & SeaMonkey 13

Default Web Browse
& Camino (1.0.1)

New windows open with [} Mozilla
“¢ Flock

o

Home page
Select...
T —

5.5. Close the Safari preferences window, and quit Safari.

5.6. Repeat this process for the Local Admin user, and for any other local
user accounts on the computer.

5.7. You can use ARD, as described previously in this document, to
distribute the Safari preferences file for each local user (Home >
Library > Preferences > com.apple.Safari.plist) to other network
computers.




