Admin QuickStart: Mac OS X
Configuring & Distributing Firefox Preferences

For schools who use network logins

These notes are written for schools where Firefox is the preferred browser to use
when accessing the Internet, or a corporate network.

Firefox is a “3rd-party” web browser, and does not use the Mac OS X system
preference settings to obtain a proxy server address.

This document describes the configuration of the Firefox web browser to access
a corporate network, using the appropriate proxy server and other settings, and
the subsequent process of distributing these Firefox preferences to each network
user on a managed network.

Although your network computers may generally be accessed by network users,
whose accounts and preferences are stored on the server, most network
computers also have local (non-network) user accounts setup, as a “fall-back” in
the case of a server failure.

Another document in this series describes the process for configuring Firefox
preferences for local (non-network) users, so that multiple students can use
the same generic account (ie “student”) if a network logon is unavailable.

This document is intended for use by school network/system administrators, and
includes the following sections:

1. Updating Firefox to the latest version on one computer (if required);
2. Updating Firefox to the latest version on multiple computers (if required);
3. Configuring Firefox preferences for one managed network user;
4. Capturing Firefox preferences;
5. Distributing Firefox Preferences to new network users;
6. Distributing Firefox preferences to existing network users;
7. Setting Firefox as the default browser for managed network users;
8. Adding Firefox to the Dock for managed network users;
Please note: The information in this document is general in nature, and

schools should check with their system administrators for specific
details relating to their local situation.



1. Updating Firefox to the latest version on one computer
(If your computers already have a recent version of Firefox installed, skip
straight to step 3).
1.1. Logon to a computer as the Local Administrator.

1.2. Download and install the latest version of Firefox from
www.mozilla.com.

Firefox is installed by dragging the Firefox application to the

Applications folder. (There is no “installer” for Firefox.)

1.3. Log off as the Local Administrator.

2. Updating Firefox to the latest version on multiple computers
If you are using Netrestore to distribute disk images to network computers,
create a new image with the latest version of Firefox installed and
configured for local users.
Distribute the new image to all computers using Netrestore.
If you are not using Netrestore to distribute disk images to network
computers, you can use Apple Remote Desktop (ARD) to distribute Firefox
to multiple network computers:
2.1. Logon to a computer as the Local Administrator.
This computer should have Apple Remote Desktop (ARD)
administrator software installed.
2.2. Download and install the latest version of Firefox from
www.mozilla.com.
Firefox is installed by dragging the Firefox application to the
Applications folder. (There is no “installer” for Firefox.)
2.3. Launch ARD.

2.4. Select the computers to which you want to copy Firefox.

2.5. Choose Copy Items from the Manage menu.



2.6. Select the Firefox application, then set the preferences for the copying
process, as shown below.

© Copy ltems Template: . None 0
=]
Items to copy Size
) Firefox 45.37 MB
+ | — | Drag items inte the list or click “+" to locate them.

Place items in: | Applications Folder ! ?]
If an item already exists: [ Replace the item I ?]
Set itemn ownership to: " Inherit from destination folder I ;]
If a problem occurs: | Stop the copy on all targets
After copying: | Open items
Security: || Encrypt network data
Metwork usage: || Limit to kilobytes per second

2.7. Click on the Copy button.

(You may need to experiment to ascertain the most efficient number
of computers that can be copied to at one time, depending on your
network infrastructure).

2.8. When the copying process is complete, Quit ARD and log off as the
Local Administrator.
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3. Configuring Firefox preferences for a managed network user
3.1. Using WorkGroup Manager, create a completely new network user.

3.2. Log on to the network as the new network user.

3.3. Launch Firefox.

@

Firefox

- Choose to Don’t import anything.

- Choose to make Firefox your default browser.

3.4. Choose Preferences from the File menu.

File Edit

About Finder

View

Preferences...

Empty Trash... {#&
Secure Empty Trash

Services [

Hide Finder #H
Hide Others #H

3.5. Enter the default Home Page address.

Home Page

Location(s): http://server.somewhere-p.schools.nsw.edu.au/

(" Use Current Page Y ( Use Bookmark... ) ( Use Blank Page

Ideally this should be your school’s Intranet site, providing a gateway
to relevant curriculum sites on the Internet

3.6. Click on the Connection Settings button.

Connection

Determine how Firefox connects to the Internet. (" Connection Settings...




3.7.

3.8.

3.9.

3.10.

3.11.

Enter your school’s proxy server address.

This proxy setting may vary from school to school. Ideally, use the
school’s Automatic Proxy Configuration file (PAC file).

f®) Automatic proxy configuration URL:

hup:,n’,n'pac.schoo[s.nsw.edu.au}schoo[s,n’somewh&-- Reload

Alternatively you may choose to use the address of the school’s local
proxy server, such as a Sentral server.

Configure Proxies to Access the Internet

") Direct connection to the Internet
") Auto-detect proxy settings for this network
®) Manual proxy configuration:
HTTP Proxy: 10.38.111.20 " Port: 8080

@ Use this proxy server for all protocols

If using a Sentral server, also include an “exception”, to bypass the
proxy server when accessing the Sentral server (in this example -
10.38.1.20)

No Proxy for: -Iocalhost, 127.0.0.1, 10.38.1.20
Example: .mozilla.org, .net.nz, 192.168.1.0/24

Close the Firefox Preferences window.

Visit some web sites on the Internet, some sites on the corporate
Intranet, and sites on your school’s Intranet, to check that the browser
is correctly configured. (You may want to clear your Firefox history
and cache after visiting these sites.)

You may also add some relevant toolbar bookmarks to the Firefox
toolbar, as well as deleting the default bookmarks.

806

& ':'4,, jﬂ_\ [ http:/ f'www.somewhere-p.schoo|

>

Portal 55EA Classroom Links CAP BOM

Quit Firefox.




4. Capturing Firefox Preferences
4.1. We need to “capture” (copy) the Firefox preferences from the new
user, so that we can distribute the preferences to all users on the
school network.

4.2. While logged on as the same new managed user (as in Section 2),
go to your Home folder.

AN
-

4.3. Navigate to the Library > Application Support > Firefox folder, in your
Home folder.

Firefox

4.4. Copy this folder to a shared drive on the server (eg in the Groups
folder).

4.5. Log off from the workstation.

5. Distributing the Firefox preferences to new network users

5.1. Log on to the server as the root user.

5.2. Navigate to the shared folder where you copied the Firefox
preferences folder in the previous (above).

5.3. Copy this folder to:
System > Library > User Template English.lproj > Library >
Application Support.

This is the “template” folder from which new users’ Home folders are
created.

5.4. Close the open folders, and log off as the root user.

5.5. Now, when a new user is created, their Firefox preferences will be
correctly configured to access the Internet.



6. Broadcasting Firefox preferences to existing network users.

6.1. Working at the server window (via Apple Remote Desktop), download
and install Home Directory Helper from homepage.mac.com/jacque/

6.2. Launch Home Directory Helper.

6.3. Click on the Distribute Files button.

eoe HomeDirectoryHelper
" Remove/Archive | Distribute Files | Delete Files Permissions Disk Usage
Sharepoint
.__\' Set... "_.

File/Folder to be copied

Select )

To:

Location in User's home directory "‘“f
If file/folder exists, overwrite
If enclosing folders do not exist, create them

6.4. Click on the Set button to choose a sharepoint containing students’
Home folders. (You can only distribute these preference files to one
sharepoint - ie one year group - at a time).

e Choose a Folder
Please select the Folder containing home directeries
| (=1 [ 2000 B Q@
@ Network [ 1999 ~ 2000 m
=1 Server HD - acrawford
— d [~ 2001 _ adraper
8 fan [ 2002 ~ amcintosh
2003 " arumble
Desktop
f . L2 2004 - ascott
i admin - |7 2005 |~ bgreen
A Applications [ 2006 |7 bkitche...eenhalgh
“ Documents [ Groups ~ bmorgan
{da Movies MewData bpenrose X
) _ teach _ brichardson
¢ Music " x
= f y 2 brobson T
| Pictures f_________;-_-_____j‘-
(_New Folder ) (" cancel ) € Choose
" Remove/Archive | Distribute Files | Delete Files Permissions Disk Usage
Sharepoint
Set... "_. [Volumes/data/2000




6.5. Click on the Select button to navigate to the Firefox folder to be copied

to users’ Home folders. (We previously copied this to a shared folder)

Remove fArchive | Distribute Files | Delete Files Permissions Disk Usage

Sharepaint

Set... ) [Nolumes /data/2000

File /Folder to be copied

[ Select ) /Volumes/data/Groups/Resources/Firefox

6.6. Enter the location to which the Firefox preferences are to be copied

6.7.

6.8.

6.9.

within each users’ Home folder (Library/Application Support).

Remove [Archive | Distribute Files | Delete Files Permissions Disk Usage

Sharepaint

Set... ) [Nolumes/data /2000

File/Folder to be copied

[ Select ) /Volumes/data/Groups/Resources/Firefox

To:
Location in User's home directory “"f‘ Library/Application Support

@ If file/folder exists, overwrite
__lIf enclosing folders do not exist, create them

Tick the box to overwrite the folder, if the folder exists.

Click on the authentication padlock, enter your password, then click
the Copy button.

The Copy button will glow an aqua-blue colour, and will continue to
glow aqua-blue, until the copying process is complete.

When the button stops glowing aqua-blue (which may be several
minutes if there are lots of user folders), the preferences have been
copied to each users’ Home folder.

Repeat the process for each Home folder sharepoint.

Note: If you have generic network users (Kinder, Year 1, 2005, etc)
you will need to logon to their account, and set the Firefox prefs in
a similar way to the local (non-network) users - preventing the
storing of passwords, forms, etc, for that user.




7. Setting Firefox as the default browser for managed network users.

7.1.

7.2.

7.3.

7.4.

7.5.

7.6.

Sitting at a network computer - not the actual server - launch
Workgroup Manager (in the Applications > Server folder.

Log into WorkGroup Manager (WGM) as the directory administrator -
using the fully qualified domain name of your server.

Click on the Groups button in the left pane.

Select all the main managed groups.

T M=

2000 2000
2001 2001
2002 2002

2003 2003
2004 2004

2005 2005
2006 2006

m Office 4002

Teachers 4001

Click on the Preferences icon at the top of the WGM window.

e ¢+ & 4L H

Admin Sharing MNetwork Accounts Preferences

Click on the Internet preference in the right pane of the WGM window.

0 @ Internet

Click on the Web button, then click on Always, then click on the Set
button, and then navigate to the Firefox application in the Applications
folder on the computer.

+ Email | Web }
Manage: ) Never ) Once @ Always
Default Web Browser: [Applications/Firefox.app [ Set..

7.7. Click on the Apply Now button, and quit WGM.
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8. Adding Firefox to the Dock for managed network users

8.1.

8.2.

8.3.

8.4.

Working at a network workstation, log in to a network account
(preferably the account of a teacher who normally administers the
server, though this is not critical.)

Launch WorkGroup Manager.

if

Workgroup Manager

This has been installed in the Applications > Server folder.

If WorkGroup Manager is not installed on any workstations, you will
need to drag a copy of Firefox to the Applications folder on the server,
then use WorkGroup Manager on the server to carry out the following
procedures.

Click on the Groups button, and select the groups whose Docks you
are going to alter.

T =5

Teachers

If your groups have different preferences from one another you will
need to select the groups individually.

Click on the Preferences icon at the top of the WGM window.

8 ¢ & 2o [

Admin Sharing Network Accounts Preferences

Wazza’s QuickStart: Configuring & Distributing Firefox preferences for network users Page 10



8.5. Click on the Dock icon in the right side of the window.

‘

pn
%= Applications \:‘i,\', Classic OH Dock

[»] “L_ Finder [x] @ Internet 0 @ Login

8.6. Click on the Add button

Place these items in the user's Dock:
Applications
Item Kind
8 Kid Pix Deluxe 3X Application PR
& iMovie HD Application m (_Add.. )
L2 Microsoft Excel Application
U2 Microsoft PowerPoint Application v

8.7. Navigate to the Applications folder on the local hard disk, select
Firefox, and click on the Add button.

mDesktop r—
| = Flip4Mac

(jﬂj warren ¢ Flock
| — "\ FontBook
e | [ Galerie

~

8.8. The Firefox application will now be added to the items available in the
Dock of each member of the Group.

Applications

Iterm Kind

& Firefox Application m P
&) Safari Applicati [ Add.. )
@ i pplication

_ Nvu Application

ChiChat Application v

8.9. You may also choose to remove Safari from the available items in the
Dock, if Firefox is the only browser to be used.

8.10. Click on the Apply Now button to save the changes.

8.11. Quit WorkGroup Manager.

Login as a managed user to check that the changes you have made
have been applied.




