Rollout QuickStart
Recovering Sentral Backup Data (Mac)

This document describes the process for recovering data that has been
backed up to your Sentral server, in a Macintosh environment.

Your Sentral server’s Gprotect facility automatically backs up data from
your curriculum server to the Sentral server, every day.

Many schools using Mac OS X Server as their curriculum server use
Gprotect as their primary mechanism for data backup.

This data is backed on a cyclic process. The extent of the backups is
determined by the size of the disk in your Sentral server.

The backed-up data is accessible using the Secure File Transfer Protocol
(SFTP).

This document describes the process of recovering backed-up files using
Cyberduck FTP software. Other SFTP clients, such as Transmit, are also
able to be used, but are not discussed in this document.



Logon to a network computer as a Local Administrator.

Download Cyberduck from cyberduck.ch
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Drag Cyberduck to the Applications folder.

Open Cyberduck and select Preferences from the Cyberduck menu.
(If you are asked to make Cyberduck your default FTP client, click
DonOt ask me againand close the dialogue box.)
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Select SFTP (Secure File Transfer Protocol) as the default protocol.

Default protocol: SFTP (SSH Secure File Tra T]

Default login name: grestore

(You can also enter grestore as the default login name, if accessing
Gprotect is the main task of Cyberduck on your computer).

Close the Preferences window.

Enter the IP address of your Sentral server in the Quick Connect
address bar in the main Cyberduck window.
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Press the Enter key on your keyboard.



Enter your username (grestore) and password (contact the Sentral
helpdesk).

You will be advised that The host is currently unknown.....

Unknown host key for 10.13.73.20

The host is currently unknown to the system. The
o host key fingerprint is: 72:8a:e8:90:66:9¢:
- 38:73:e0:8c:8b:30:38:8c:e1:f6.

. Deny ‘j € Always ;! ( Allow )

Click on the Allow button.

You will see the folders available on the Sentral server.
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Filename A Size Modified

» |2 bin 512 B 23/11/05 12:44 PM

> etc 512 B 23/11/05 12:44 PM

> lib 512 B 23/11/05 12:44 PM

> libexec 512 B 23/11/05 12:44 PM

> logs 512B 2/10/07 11:01 PM

> sentral 5128 7/03/06 11:21 AM

b~ store 512 B 22/10/07 2:32 PM

> usr 512 B 23/11/05 12:44 PM
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Open the Store folder.
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Filename 4 Size Modified
> bin 512 B 23/11/05 12:44 PM
> etc 512 B 23/11/05 12:44 PM
> = lib 512 B 23/11/05 12:44 PM
»| - libexec 512 B 23/11/05 12:44 PM
> logs 512 B 2/10/07 11:01 PM
| = sentral 5128 7/03/06 11:21 AM

W store 512 B 22/10/07 2:32 PM
> usr 512 B 23/11/05 12:44 PM
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The Store folder contains all your Gprotect backup files.
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11.

Navigate to the sharepoint containing the files that you need to
recover.

006 < sftp:grestore@10.13.73.20 (=)
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Open Connection  Bookmarks Quick Connect Action Refresh Disconnect
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Filename ‘a; ;—‘ vv, % wv] @)
>3 3001 Open Connection - Bookmarks Quick Connect Action = Refresh Disconnect
> |~ groups
» [ osx_data | < » | [ store/teachers ﬂ A Q
ilename A Size Modified
>~ 2007-10-26_Fri 512 B 26/10/07 9:36 PM
>~ 2007-10-29_Mon 512 B 29/10/07 9:14 PM )
»| ~ 2007-10-30_Tue 512 B 30/10/07 9:26 PM '
@ 2007-10-31_Wed 512 B 31/10/07 9:35 PM
4 files » | © 2007-11-01_Thu 512B 1/11/07 9:58 PM
>\~ 2007-11-02_Fri 512B 2/11/07 9:54 PM
» |~ 2007-11-05_Mon 512 B 5/11/07 9:22 PM 4
> 2007-11-06_Tue 512B 6/11/07 9:39 PM v,
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Inside the sharepoint you will see dated folders containing backups
from the last 14 days.

Navigate to the folder named with the date where the file that you
need to recover is contained.

If you want to go back further than 14 days, open the Monthly folder
and navigate through that folder to locate the file that you need to
recover.

(The extent of these backups, and how far back you can go, is
dependent on the space available on your Sentral disk.)

Once you have located the correctly dated folder, navigate to the user
whose files you are recovering.
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< » | [ [0 /store/teachers/2007-10-31_Wed/teachers _C] Al lQ
Filename A Size Modified
» |~ barmfield 512 B 20/08/07 1:09 PM
@ bbennett 512 B 31/10/07 3:00 PM E
| = ckoster 512 B 18/10/07 9:45 AM
> dfryer 512 B 24/05/07 7:56 AM
files b~ internet 512 B 30/10/07 8:36 AM
» | intranet 512 B 10/10/07 1:28 PM
» | jbasford 512 B 26/01/06 6:23 PM '
> | jsugden 512 B 26/01/06 6:22 PM v|
22 files &

This data is an exact mirror of user’s Home folder as it appeared on
that date, and you will be able to navigate to the relevant file(s) within
the user’s Home folder.



12. Once you have located the file to be recovered, drag the file to your
desktop.
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Depending on the size of the file/folder, and the number of files being
transferred, this may take several minutes.

(The transfer process using SFTP will take considerably longer to

complete than it would transferring the same files directly across the
network using AFP).

13. You will be advised when the transfer is complete.
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14. The downloaded file(s) may now be opened and edited.

15. When transferring these recovered files to the owner, be careful not to
become confused about which files are the recovered files, and which
files are the current files. They both have the same name, and the
recovered files will be “older” than the current files.



